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Introduction
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Origins of EOS
Development started on may 2010

 

Still young compared to other distributed storage systems 


•AFS ~35y 

•CASTOR ~20y 

•Lustre/XRootD ~15y

•Ceph ~13y


First target was the physics analysis use cases at CERN 

	 •	 needed a performant, scalable and reliable storage

	 •	 disentangle disk and tape/archive (hot & cold storage) 
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Origins of EOS

6



EOS Technological Foundations
Organic* file storage system built on XRootD** framework 


• disk-only storage system on top of JBODs 
• open source project in CERN IT-Storage group 

• released under GPLv3 

	 •	 extremely simple architecture 

	 •	 one daemon and three plugins written in C++ 

	 •	 no relational DB backend, no commercial product 

dependencies 

	 •	 built on top of XRootD framework/protocol 

	 •	 easily adaptable to requirements  

• CERN code ownership 

• agile development style 
• very short development & release cycles 
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EOS Releases named after gemstones

Beryl Aquamarine Citrine
V 0.3.X V 4.X

XRootD V3 Server XRootD V4 Server
IPV4 
namespace in-memory 
data on attached disks

IPV6 
plugins for meta  
data & data persistency



EOS Service @ CERN
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• Disk Storage for all LHC and physics data 
• and for CERNBox 

• Deployment across two computer centres 
• CERN and Wigner RCP 
• Third link recently added



Description 
and Architecture
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A glimpse of EOS features …
• low latency due to in-memory namespace (ms)

• ”cheap” – uses JBODs just a bunch of disks  

no RAID controller but software implementation to 
replicate or erasure encode files for redundancy


• rich access control lists 
• user, group & project quota system

• easy to operate and deploy

• EOS server runs on Linux platform

• EOS client runs on Linux, OSX platform

• SAMBA & WebDav accessible from Windows
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Architecture

File
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Total Volume GB
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Components
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Components
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Components
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Deployment View
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MGM

SYNC

MQ

slave  
headnode

master 
headnode

namespace

datadatadata



Functionality
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Data Placement
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Data Placement
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Data Placement
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FST NODE

X



EOS Infrastructure Awareness
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• Flat scheduling 
• stateless 
• work only with 2 locations 
• single scheduling policies 
• possible CPOF (e.g. switch)

• Tree scheduling 
• stateful (more complex) 
• tree efficient data structures 
• more scheduling policies available 
• avoid CPOF

CPOF: Common Point Of Failure



Balancing
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http://eos.readthedocs.io/en/latest/configuration/balancing.html

/>	eos	space	config	<space>	space.balancer=on

http://eos.readthedocs.io/en/latest/configuration/balancing.html


Draining
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http://eos.readthedocs.io/en/latest/configuration/draining.html

/>	eos	fs	config	<fsid>	configstatus=drain	
/>	eos	node	config	<node>	configstatus=drain

http://eos.readthedocs.io/en/latest/configuration/draining.html


Creating an EOS
Cluster
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Software Repositories 

• Production Branch 
◦ Aquamarine https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine/tag/  

◦ Aquamarine-Dependencies  
 https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine-depend/  

◦ Citrine https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine/tag/  

◦ Citrine-Dependencies  
 https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine-depend/  

• Development Branch 
◦ Aquamarine-Dev https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine/commit/  

◦ Citrine-Dev https://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine/commit/  

Code 

• Gitlab 
https://gitlab.cern.ch/dss/eos.git

• Github 
https://github.com/cern-eos/eos

EOS Software & Dependencies
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http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine/tag/
http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine-depend/
http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine/tag/
http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine-depend/
http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/aquamarine/commit/
http://dss-ci-repo.web.cern.ch/dss-ci-repo/eos/citrine/commit/
https://gitlab.cern.ch/dss/eos.git
https://github.com/cern-eos/eos


CERN & COMTRADE Collaboration

• OpenLab Collaboration Project 
• EOS Whitepaper 
• EOS beginner setup 

• You can download the material here: 
https://cernbox.cern.ch/cernbox/desktop/
index.php/s/Nbpi3hGZYYqHN93
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https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nbpi3hGZYYqHN93
https://cernbox.cern.ch/cernbox/desktop/index.php/s/Nbpi3hGZYYqHN93


Setup MGM

• How to generate a keytab 
• xrdsssadmin -k <eosinstance> -u daemon -g daemon add /etc/eos.keytab 

• RPM needed 
• yum install xrootd-client-libs-3.3.6-4.CERN.slc6.x86_64 xrootd-client-3.3.6-4.CERN.slc6.x86_64 

xrootd-debuginfo-3.3.6-4.CERN.slc6.x86_64 xrootd-3.3.6-4.CERN.slc6.x86_64 xrootd-
libs-3.3.6-4.CERN.slc6.x86_64 xrootd-server-libs-3.3.6-4.CERN.slc6.x86_64 

• yum install leveldb-1.10.0-0.el6.x86_64 zeromq eos-server eos-client eos-debuginfo 
libmicrohttpd-0.9.38-eos.wves.slc6.x86_64 libmicrohttpd-debuginfo-0.9.38-eos.wves.slc6.x86_64 27



Setup MGM
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Back them up!!!



Setup MQ and Sync

• Sync Daemon 
• keep in sync the ns files between headnodes 

• /var/eos/md/files.<servername>.mdlog 
• /var/eos/md/directories.<servername>.mdlog 

• keep in sync the configuration of the instance 
• /var/eos/config/<servername>/*.eoscf
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Headnode Setup

30

RAID-1 HDD

RAID-1 SSD

RAM provision ~ 1KB per NS entry

Faster boot in case of crash 
and the ns files are not in 
the server cache

• MGM and MQ Daemon 
• First run 

• service eos master mgm 
• service eos master mq 

• Fix /etc/hosts (remove ::1) 
•  127.0.0.1   localhost.localdomain localhost



Headnode Setup
• Headnode Daemons 

• service eos start mgm mq sync 
• service eossync start 

• Some IPTABLES ;) 

-A INPUT -p tcp -m multiport --dports 1094 -m comment --comment "101 allow xroot to EOS-MGM" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 1097 -m comment --comment "101 allow xroot to EOS-MQ" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 1096 -m comment --comment "101 allow xroot to EOS-SYNC" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 1098 -m comment --comment "101.1 allow stuff EOS-FED" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 443 -m comment --comment "102 allow GSI-HTTP to EOS-MGM" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 8000 -m comment --comment "102 allow HTTP to EOS-MGM" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 8443 -m comment --comment "102 allow KRB5-HTTP to EOS-MGM" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 1095 -m comment --comment "101 allow xroot to EOS-FST" -j ACCEPT 
-A INPUT -p tcp -m multiport --dports 8001 -m comment --comment "102 allow HTTP to EOS-FST" -j ACCEPT
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Setup FST

• FST Daemon 
• service eos start fst 

• Other IPTABLES ;) 
-A INPUT -p tcp -m multiport --dports 1095 -m comment --comment "101 allow xroot to EOS-FST" -j ACCEPT  
-A INPUT -p tcp -m multiport --dports 8001 -m comment --comment "102 allow HTTP to EOS-FST" -j ACCEPT  

• Register the FST back to the EOS instance 
from the MGM 

eos fs add `uuidgen` <host.domain>:1095 <disk> <pool> 
from the FST 
     eosfstregister <disk> <pool>
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Configuration
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Layout (Replication)

• Layout settings are per directories 
• Single files can be changed with a converter 

• eos file convert <path> [<layout>:<stripes>] [targetspace]
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Authentication and Vitual IDs
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Pools and Scheduling Groups
• eos space define [groupsize] [groupmod] 
• eos space ls 

• eos group set <group> on/off 
• eos group ls 

• eos node ls 
• eos node ls —sys 
• eos node ls —io
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Draining & Balancing
• Settings per space and per storage node
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Permission System
• Permission are verified at directory level 

• 2-step permissions: 
• unix bits + additional acls
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ACCESS 
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unix
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ACCESS 
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X

V



Permission System
• Admin and Users ACLs 

• sys.eval.useracl=true 
• sys and user acls are concatenated and evaluated

39http://eos.readthedocs.io/en/latest/configuration/permission.html

ACCESS 
Granted

unix

acls

V
X

ACCESS 
Forbidden

X

V

http://eos.readthedocs.io/en/latest/configuration/permission.html


• User 
• Group 
• Project

Quota system

40http://eos.readthedocs.io/en/latest/configuration/quota.html

http://eos.readthedocs.io/en/latest/configuration/quota.html


Recycle Bin
• FIFO policy for delayed file deletion 

• time and volume based
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Recycle Bin
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Listing recycle entries

restoring recycle entries

emptying completely recycle entries



Node Operations
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How To: Intervention on Storage

• eos node <node> set off 
• eos node <node> config configstatus=ro|off 

• wait for clients to go away 
• eos node ls —io  

• perform the intervention 
• set the machine back online 44

rw - onrw - on rw - on ro - off
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How To: M/S Failover



How To: M/S Failover
• Most Delicate Operation 

• Make sure everything is correctly sync 
• Failover the MQ 
• Change the alias 
• Failover the MGM
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How To: M/S Failover
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MGM MMGM ro
MQ S MQ M

MGM MMGM ro
MQ S MQ M

mgm 
restart

MGM MMGM S
MQ S MQ M

5 6
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Additional Entry-point
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SRM
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namespace

datadatadata

BeStMan2

srm	client



SAMBA
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namespace

datadatadata

samba		
gateway

samba	client



CERNBox Architecture
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CERNBox Architecture

54

web	frontend	
oc_shares

nginx	https	lb	
webdav

namespace

datadatadata

sync	and	mobile	
clients

samba	gatewayfuse	clientsnative	clients

windows	
clients



and…
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rate limiting

io monitoring

transfers engine
fuse optimisation

workflow engine

intergroup balancing

id mappings

https/S3 extensions

sticky ownership

and many more…

gateways

fsck

sharing

geo scheduling policies

user/host ban

versioning

accounting




